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MyAcademiclD is/has been all about

e OQutlining mobility related use cases

* Agreeing on the specficiations of the ESI

* Defining how the ESI can be best transported from A to B

* Building a first bridge with the citizen elD elDAS

* Designing a single interface for authenticating students

* Implementing the authentication interface on some of the use cases
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After numerous
technical meetings on...



l:

Identlty é Yl e
Federat ons

\4

) .v

Qf\gﬁd*ent

Identifier




GEANT )

Networks « Services « People

30 May 2017

eduGAIN - elDAS Comparison

626

20060

@

Feasibility Study on Cross-border
Use of eID and Authentication
Services (eIDAS compliant) to
support Student Mobility and
Access to Student Services in

Europe




72N

&EMyAcademicid ldentification & Authentication

s EumoPean ) eduGAIN FielD.AS

ﬂn cademia

Use case n°3: Using HEI library with x CNUNE STUDENTYALDATION
Smart Card technolo
8y > National Federations in e IDAS Nod
Student profile eduGAIN ° € oges
is checked in the

ESC-R

© Gateway

authorize access @ Book can be borrowed
reading without any paperwork

microprocessor
data updated with
local profile 3 F

@ Goes tolibrary - University Library Front desk JECEES -

! —— I

1 © Checks ESC data 1

@ Goes to Front I 1

desk for registration 1 I

1 @ creates a profile I

@ Wants to access | in the local system I
-

library | !
- (_*

Student | @ update the card

G with new services, 1

1 including library ]

I access 1

3juin 2019 copyngmlmqmemnr ____________ 2 3 .

Co-financed by the Connecting Europe
Facility of the European Union



https://www.lucidchart.com/documents/edit/f8b1a241-f39b-42b4-b546-7529e28f73a2/0?callback=close&v=560&s=612
https://www.lucidchart.com/documents/edit/f8b1a241-f39b-42b4-b546-7529e28f73a2/0?callback=close&v=560&s=612
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So after numerous
meetings...



A was approved and released for the
higher education community

A bridge between the Swedish elDAS node and eduGAIN was
established and moved into production

An authentication proxy linking to eduGAIN, eIDAS (and other OIDC
|dPs) was created

@)
\&MyAcademiclD


https://www.myacademic-id.eu/images/MyAID_Blueprint_Architecture_Final.pdf

That’s all very well, but how does it work?
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Globally Unique: Each student should be uniquely
identified across organizational and national
boundaries

Persistent: The identifier should follow the student
during her/his time of studies

Non-targeted: The identifier should be the same for
all services involved in the student mobility
processes

Protocol neutral: The identifier should not change
value depending on the protocol used. For example,
it should be the same regardless is SAML or OpenlID
Connect is used

Data transport neural: The identifier should not
change value depending on how it is transported.

Privacy preserving: The identifier should not be
used to track the students’ activities across services
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eduPerson schac

) Targeted Personal
European Student Identifier (ESI) )
ID Unique
(ePTID) 1D
Security subjects
Target . . . .
Student R&E Community R&E Community R&E Community R&E Community Researchers
audience (generally but not exdusively people)
© © © ® ©
~ limited to ESC pilot institutions commonly used in eduGAIN \“_;t'/ s i edUGAIN bt tt/  vsed in eduGAIN but high adoption
. N not commonly used in edu more | not commonly used in edu more ) . .
optiol mmonly used in eduGAIN I do dentifi
Ad nrate *© ¥ useciin edu within boundaries of federations and/or within boundaries of federations and/or ow adoption (new identifier)
institutions institutions (7,218,074 ORCID iDs)
© © © © © © ©
e
Sustainability ES! institution part (PIC Code) is about to be eduPerson spedfication (201602) eduPerson spedification (201602) SCHAC spedfication (version 1.5.0) SCHAC specification (version 1.5.0) SAML V2.0 Subject Ide.ntlﬁer Attributes IS0 27729 compatible
Profile Version 1.0
replaced
o © @ @ S © @ @
N =/ A —
student unique ) ) i ) N - ) _ . o - ) )
. ESI right part directly matches the student |Depends on the value used for the user ID in opaque identifier Yes if the <iNS$5> part contains the student Must contain a legal unique identifier  §Depends on the value used for the user ID ifj no reference to student unique code (https
code in stude unique code in HEIl at enrollment the left part (name-based generally) unique code in HEI the left part URI with 16 digits number)
unique Same prindple as IEI.AN_bankmg format Globally unique in a federation context Globally unique in a federation context Yes but the value of the <||'\_|SS» part must globally unigue by design suitable for use as a globally-unique globally unique by design
{guarantee of uniqueness) be defined accordingly external key
= =/ =/ h—
institution part potentially subject to
Persistent change i design but bound ially be bound to instituti i design but bound
(stable over subject to change or reassignement . pe_rmstgnt by design but boun i FO @n potent|_a Y und to institution persistent by design per5|s.tenf by. esign und to persistent by design
. institution (case of student mobility) depending on the value of INSS institution (scope part)
time) case of student mobility : a student will
have as many ESI that he is enrolled to
different HEIs
@ @ @ e O ® @ @)
Non-targeted services independent services independent its value will change from one service to services independent services independent services independent services independent
another
Protocol : I ) ; . . ; . : I ) : I . ; ) : I .
specification of R&E daims and scope for SAML spedific (scoped attribute) SAML spedific spedfication of R&E claims and scope for specification of R&E daims and scope for SAML spedfic specification of R&E daims and scope for
neutral 0IDC needed 0IDC needed 0IDC needed 0IDC needed
® Q Federation specific ® Federation spedfic @ ® i\ﬁ ®
Data transport
no tied to a transport mechanism i . i . i no tied to a transport mechanism no tied to a transport mechanism Federation specific no tied to a transport mechanism
neutral (not necessarily stored in user directory, carf (generally not stored in user directory and
be generated on-the-fly by the I1dP) generated directly by the IdP )




eduPerson eduPerson
Principal Targeted
European Student Identifier (ESI)
Name 1D
(ePPN) (ePTID) Code ID
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i [© o 5 @ B D 5
student unique ] _ — oy - ) _ _ S = | :

. ESI right part directly matches the student |®epends on the vlue usgd for the user 1D @ opadue idegitifier Yes if the <iNSS> part contains the student Must contain 3legal Yhigue identifier §Jllepends on the value for the user ID il ho reference to sjudent gnigue code (http
code in student] unique code in HEI at enrollment the left part (Mame-§fased generally) unique code in HEI the) left gart URI with 36 digil's number)
—record - - - - - - -
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Globa “V © C“""" = @ = = =
unique Same principle as IBAN _banking format Globally unique inffederation context Globally unique infAfederation context Yes but the value of the <II\_ISS:~ part must globally unifue by design suitable for use afla globally-unigue globally uniglie by design
(guarantee of unigueness) be defined accordingly exte key
&2 D D 5 5
institution part potentially subject to
Persistent change . i . o - -
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specification of R&E daims and scope for SAML spedfic (scoped attribule) SAML spedfic spedfication of R&E claims and scope for specifigation of R&E daims and for SAML spedfic specififation of R&E claims and e for

neutral 0IDC needed 0IDC needed 0IDC needed 0IDC needed

® o Federation specific o Federation spedfic @ bt o
Data transport
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https://wiki.geant.org/display/SM/European+Student+ldentifier

urn:schac:personaIUniqueCode:int:esi‘ auth.gr12345679OG

Namespace for the schacHomeOrganization Student
European Student Identifier |dentifier

ESI with HEI-wide scope student code
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https://wiki.geant.org/display/SM/European+Student+Identifier
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https://wiki.geant.org/display/SM/European+Student+ldentifier

urn:schac:personaIUniqueCode:int::P345679OG

S

Namespace for the Country code Student
European Student Identifier |dentifier

ESI with nation-wide (or region-wide) scope student code
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https://wiki.geant.org/display/SM/European+Student+Identifier
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CURRENT SITUATION FEWER
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eduGAIN SINGLE SIGN-ON!
1 s
m L _I:l D Integrating multiple elDs from
_ / LI L = different existing ecosystems, will
enable the possibility to overcome
\/@C}) \A elDAS TUCh more the actual silos architecture.
N= One student elD scheme will give
MyAID E E students access to a wide range of
|:| |:| |:| |:| different services that currently live
= = = = = = in different systems.
Moreover, this approach will open the
- Co-financed by the Connecting Europe
Facility of the European Union

possibility for future integration with
more services.



* Access to e-
through single sign-on

* Reinforced student
status

. Euerc(;t;%ed administrative B e n ef i t S
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Thank you
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http://www.myacademicid.eu/

